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-/u«r3fe±lciBf6-f 5. :Ht, fcaWtt* a - f # * * - tv £ g ft 
tsfc»t, r*HaJ#it btbfciiHitJtj y * h±fc»ji.a*tftrt*ttt, ttRtf 

d i # t? # , ^ITi^^IfOiSAiJ^ ioa-f ©I^^-;vr Kl/^*A?L, & 30 

[0012] 

I^-efe5, r. <z> H J£ #1 1? « , Afi-y^f a ft x ^ftrtftt ©iSt-Sfif^ 
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f W>-^7 KU^S:#5. :>>tts # *x # * - A- 7 K W * i g If 

^■^_^ T K w * £ L , K v x £ x. fc >? AS L !> x hfcSv^iAS 
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t5ft», ^ UTgf ^^fc^f ^-/^^-fW'f ^^^^^ 1 04 a A ft * * 5 S 
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02 & & *&W<D x /< J*&j *t & <D&ft±*T v zf^O 7 v — ZWLWt Z> . 1ft 

[0017] 



1 



(8) 



JP 2004-523012 A 2004.7.29 



*BA# : #3glJS<Z>*/<A'i : gi>'*7 i A£<£fflU-tV^ I S P If y - ,v if- - * \zto A"f- 
5 A 

7^^K:JPA#^m^^-/w^i!l{f1-5fcfet^/^Al : S^7.xA»j:i'DX^I|5B*5#x. 
5£{iy-xft, *sx T A «t o T*P At^tf^ - & & ft "T 5 t # IB & E> *b £ „ 10 

1?-^^^ h : h a» <d £ *> b ^ £ u r * £f&su £ ft x £ m ^ y - ^ 

[0018] 

^y?-^';F (10 3) fe iSfll S ii «f ^ - ^ tt , Jo A# © * fc , rf n y * 2 0 
lrtO^^Ui/Sf^/PrFv^ (SKE) ifftfjis I SPlf ^-^7Kw^^ 

$flrs*tfc** y -/nt, y 2 o 2«r*-rajiu4wjxHf*fe* 

vy>fl/^ 2 0 2 li, *SPS#-§.*. 5>tufci^<t# y * b (ASL) 2 0 3 b*^^, 
*/-?Ar-*^-* (SPDB) 2 0 3 a S:Sftt5^^A/0t 2 0 SA*?)©!^ 
y -/v© it «> roi&g 5 y * ^ x h £ % A Lfctt*H*fc&fcv>. SPDB?-^^- 

7iASLMhtt« ^/<A*/©"f"6i4otv^5-5-©lfttt, ft , V * 7 1 A <& 20 
#^A#^m>p<-^Sr^m-fS*i|5B^4x:e>HfcA^^>y^hS:'a'^-f5^bT*feS 0 
A 7* p -fe s> f- 2 0 3tt, ® f y - ;v<£ i£fg# T Kvx^ASLy^ h±K*tK##jL 
ft T VMfc v^, 9 ^^W--eii> JfcliAS L P ^ F±fi«I$}iTV^7 f> 

H? & -C $>ft{ix ^p^ 2 0 4 C*SJxt^5i5i: > M x. ff r K w * lc © s6» ft at - -f 
aJflF&Lfcv^v^Mtt:*?-/ y is - # 2f ft IT — 2s {§ y ^ w 

2 0 214, ^ro^;f7<-/vSrmif61-5. 
I 0 0 1 9 I 

i/.x^A^^ft&iib-C^ /b 2 0 5 Cfe5^xy^-^^ yty^t- (WBM) 
ya-fe^tt, fg & £ ft m ^ y - # ffi PE # ^ & b ft T v>ft v^s a S L y* — 30 

r^tf 5, ^ottpg#^£ kftTWiv^f y ~/w*, H^tcis, x^ARjt-y^T 1 

Afctfv^TeittfcteSSftfcA* JPA#^S0a-r5jES*a*«rJ*oA* 

i^©fc©-efc55, WBM/Bt^ 2 0 5ii, m^y ft3*'< 

fAO-»i Ltty h7y^*Ji5. SdSivfct-f ^-/wtoSfittHtt, WBM 
^n-ir^tt, If-y -/wr i: fc-fcft-eft I d a— K k ^3b»PS&«!l 9 STt, *ft&WB 

i 9 icfto fci? y -^atm*^ a: 7-^^m^y --^sraiflr-ra. ^7-y 

r^^^jpA#or K l/x^mm itif y -/w*. y -/K*>y-*fc sftBi 40 

a«4 *. S> ftT^fev>aHt#T Kw^i>bS«S*ifetcl:tX, :ot^f F £ ft£ 

Lfc, feL*^r#, JPA#lw g #0>®*y -^*JB ft S 41* Sr A4&T- h 5 f 

<z>M Sr *5g^-efc*U£w BMt-f h * , => >- * * FHTl^O^r-?^ Sr5t® 
LtT^\ J 

[ 0 0 2 0 ] 

WBMH, f - * ^ * V t <DteKttm^Wl<Dtc&m* <D V * 7* if W bTKVXSrMWI-S^ 
, *>'S V^ttf**"** bd>bZ>m*y -/Hfcg Srgfi LlHtStfet*,/ h7-^^5. 

= V * * h ffeftJ*, iSftay * * htLTiP>Sr«ifB1-5^«>, WBMt^ h ^ =?T < 

.i. * ^ , . a. «rfl& -? -> ^ >v >aa 4jn a- -r -fc- nW< -Ba im T**r ^ ^ f >-P Ttr r> w ca 



JP 2004-523012 A 2004. 7. 29 



-/VjJ?y^^ (ASM) 2 0 9 ^m^^ -/VSr#^it-t-^<, * ro/pt^&ItSfe^ci 

K^»± tf'*"'** ^ItAS L 2 0 3 b^iiJp-fS^fcJ^fcftJfc-rSfc^S £ ft 3 
»<ffOfc»i:l{|$ji5. If*'** h#ls]«F Lfcv^£-tt, ^©*Hlk, Sfcft5^«f© 
* A S Lv^-v?t^^fl^5. * / W - ft s /< >y ^ m ^ * - £ M ft 1" 5 & ic g g) 
/c^7A5rff L, Hkiz.mt<DWBM-V-4 V ~ a ^ Or V 1* 5 fc * A m © J& ^ B$ N £ 

[ 0 0 2 1 ] 

9 9 2 0 2 l4JPAf 0^f-^^ ; S:i$LT*PAt©'f y^S'^XT$>5ASM 2 0 9 (C 
^-^Srft^tSkV^ tfMtttfft < V 9 2 0 8 tfc5i54SMTP$fi7 
* — i?****?^— r 5 iff*, (POP3fc5^ttIMAP4©i5 

3yif a -^±©3.-fif ^-/i/^y'f 7^ h l 0 l fciiLT, g#©m ; ?-/--A'£3l 

i?> $ £ t f * A Id * fig # 4 *. ftfc £ ftfifc £ *VT V> ft V^5£{f b©41f 

*-/W4ig«&£*i-CL£o-T:v^<z>-ex a-if©m^y--/Wiioo%;*/-*Aa>t>&;ftk 20 

Sbft5^lfOfci!)ASL 2 0 3 b'Ni : f^ 21^1-5 «t 5 ft o T V> £ „ 

[ 0 0 2 2 ] 

3. — If fit , g$K)4SMTPyc MA'|*©i ; f^-/l'?70^M 0 1 ±T?f£$& 
ft *Hf £ ft fc € /• - A- £ I S POH ; f^-/Wf--/^^illif-rSo I S PCSMTPt- 
/<\$, -y^f Art©if ^-^7 Ky^Sr^-f cgftt, a — if © m ^ — /w & J» 

v SMTP«i|v^-i?t 2 l 2tt, -^SIT'nt^C^AtS i 5 & 

fe ftT^S. SMTPif7^-^^2 1 211, ^ifSI^^ -/H&» P> 5/ ^ If « a 

t©f->^A3Lv^-i?t2 1 1 ~ si *K ^LXm^^-Zl'Sr-tO^^^H 30 

1ffc«*&Sftfcy*h©J:?ft» IS Plf^ -/vf-^-y^fAiaoTijlS^fci 
y-* 2 1 3 £*#W-r«. (WT© «t D BttfclftfJI-*) *©# 

#f A >- f - y tC g V T\ A S L * — ?t2 1 ltt, SPDBf-^"<-^iASL!)^ 

fc X /< A * :/£* ©tt$&£ T y 7* n - \t-f 5 a. - if gt#* -/V (UMM) 2 1 4 £ 
fi*t5. 40 
[ 0 0 2 3 ] 

H 3 A i H 3 B Iiji6!)SMTPi^^-/vit7 s ot^ (&&&#) # > fcSSWfc 

5i5C M ft ft 1; ^ * - /v 7 n -fe * -e ft , a-fo«f^-^^7^7y 

ISP©m^y-/HJ--/<^iift$tufcm^-^-^tt, ELV^-yy^ y ^X, :n J) 7 * 
te*§olSi§lft^-;v7KW^ (33* < -o&±) M MriEf5fe«)(0feS 
i: v> o fcffl&atf ft £ ft3 . H-^l?^-^*-j?ir-tt, W#l!:*Sflr#> -A'T 
KvxtAf U itt*-e*5SMTPt-^fcoftftft8!lL, £ it * © m * * - /v t; 
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— >«^&ftL-»agj*r*n-*85ftj (close conne 
c t i on) S^SrHtT-fSo B3Bfc *%W<0&3i£ti1tn* * 

AA/SMTP S?-f 2 1 2 &#L1t%m%&* * - JUT KU*fcalf-t, 

, ASL^j|;-i?t2 1 l^tof-^tiSS. JDAt^i^^ -yvSrSSflT Lfcd fc ©fc 
5 £© A a* b ©m** -;vtSfit5 - t «rJPA#{c £ o -c&^r $ ttS i v> 5 fltrSI-S u 
T\ AnA#a 5 ®^ — /v ^ iHlt Lfc AO*9I**-7-^ -^7 K u * # » Ag A # « * - 
/u*i£ffi1-S*R#4F-;t&iixfcAG>AS L !) * h ~« jIJR £ ft S . 2HI 3 ft fc « * -;vf 

fc3R#±©fi**-*#JnA#lcJ:oTR-©A^a«£ft5fcfe 10 
fi^oA^lilS^^^^Hfc^^-^^Sr-^&ti^x-^^^^^^^^x-^^^T-fe 
Jt tf £ 5 £ J: 5*:, as L^^-i^-r^J;5$ fe*3£*f©fc*K:jBv*feft6. 

[ 0 0 2 4 ] 

@4A^@4B|:ti s IIWSMTPif^^f^Pt^ (ft&Sffi) 
$ffl£ftTVN£M£ftfcm^*-^£<f7P**tttifcLT^£ftT^5 0 El 4 A 

_,v£l£<gr -j- 5o 0 4 B Ic fc. 5 £ 5 C , *»W©*JS Sftfcm^/ 
xTMi, a«Sftfc«T-*-A'tt» Sftto7Ki/^i«ASLyx h±oii«J^ilt>*i 

fc A<D h <Dfr if 0 fr&fc-T 5 fc«>, y 2 0 2 tiStoitMto^S. t>L#l 20 

PI # ^ £ b ft t> © T' o ft b v SMTPt~/<|i, SMTP§i?^-i?t208 
j&SASLt*-5>*2 11 ^Sflt5fcfe7 K^i&^f'/y2 1 OOf-Cgft^WT 

. £. t mft-t x\c a s l ^-bj y * h ±\ch 5 i t x h > £ ftfc®^ 

*te s ^^^«^IS^#^bnfcA©m^^-^^^tTU?5:^e > g>ft$^Ta.---f J ic c to 

T^H$^t7^^^^^e>f^^©A©^PS^ ^ ^^^Hfc^x-^^^-^w^x-^^^^b^^ 

W*^-***"^ ±lf S*akv*3J:$** A S L v^-^t (U 5 $ ?>45^ff©fc 
[ 0 0 2 5 ] 

7*Pt^07P-f t - h "C 5 HI 5 ft , ^/U^Ptyf 2 0 3 ©i$5r/fLTV^, 30 
y ^ W U ? # 2 0 20>P?O ? tHL/V — ^•y^^rojI^J-X bt?fc2>^ciy^ 5 0 1 Xte, M 

* t -A>&nm&*zbtiitmm%frb&it%<oi>>&i>*\z®ftti: < ibhes:***. ~ ©g 

SlJ-f^o ?/U/Pt';t 2 0 3 li, ^ny^ 5 0 2 K**Jl"C^5J;5E, SPDBf 
-^-^ 2 0 3 aftt^-fCAS L D ^ h 2 0 3 \> % ;V y ? T y ■? 1r % tc#> \cm<& 9t 
0>TKU'*£fflV>£. $/ * T :/ ^ *I f* . a-f ©AS L !>^h±IC$)5^©ASLIE 

* «r * , -S©ti*«f ^-/vSfijcT KW^ (*H*as#*.fcft;fcA) b & S L , 

n»^ 5 0 4lO7^il5-):?l:f a !)a-^!)a- (TRUE VALUE) tf* Si^T £ ft 
3 lc & o "XT if tr „ ^oy^ 5 0 5 f«, 1>bX3.y;x«-/<y;x — 35 fx £ ft ft , :/ n y 

* 5 o 5-c7i'yKfcaAfltfcKJ6"*"a«*#fT*to;fc, fcu^y * h#*&s£ftfc£>% 

^O/ v t LT&fi $ ft5. tLy^-vig^x^-r--efctv«, 

ft ft ft tf\ AS L y * YfrZ(D^~1?<Dtcft\cftf&2frZ>$.X--f%tf)\zm,?/~-/i'V>%. 
ft^Wlgl-i-Sfcfe^^xAJiT'n 5 0 7 t/T^JlSJ; ? C7 u v KI^H5. S # 
«L3i/v-?- y tts P E R L 7*n ^7 5 V ? *S V 9 V 9 * £ & JB 
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[ 0 0 2 6 ] 

-^Sr^S-f 5 «> £ x. -f^ — * * y ± W \ — (wbm) oyfr — =?■ s (DUUtamz 

MT'P-fe^^HfTSixS. IS! 2 x y 7* 2 0 4 k 7i-Xl TWBMyot^ 

tt, U/'fW^ 20 2 d^^lft$^fci:LTm^^->'i' : £:mi^-r5fc«)lc^y a -^jS 
fASL^-yHUoT, :/ n y * 6 0 1 Rl *5 V* "C U JB ft £ *L 5 . ^B^ 6 0 2Tf> Pft 

-ro i Dty^-i±WBM7-^^-xrt«)tf^ — /new 9 3t fcii, 4 8B$IBi: v> 5 
v-os^-^ ^-y^ y -tr - >> # iifln £ ft , & e> asapA#K&#! ti^tt 5 i 10 

7KU^"fitH5. *l'T7x-X2 iL,t*^5i5C, WBM ft, * ▼ /< — # 
7*Pt7lr^7t'5fc»WBMt'f F^ft<OSr#o„ 7n^ 6 0 4f, * ▼ - ti W 

o^^BOSt, WBM7n txtt, * / w — k ft jfo ^- 5 fg f ^ g flf Rfl <o ^ 

A|UotHff*tiTVM!i:V>r t$r§IEt5tfc, T * h fit ft 5 . 0S*.tf, n y 9 
6 0 61?, ^Jp^TJ^V^^^-^ h**^A-0D!7- Y ft V 7 7 4 V 9 4 * — *S t Lt$f* 
*K •? v y ? 6 0 rt/?7-( y^(D^{ci^,n5¥IS^^'1'7'-r5-t?r^/^^-1C'lS-t- 

[ 0 0 2 7 ] 

■f p y * 6 0 8 T-> 1> LWBM7 , '^•fe^*SJELv^^M* s fE^w^?^y^^^^:^:^^1-^^^^, 
^;W-OXr-^lia-f fflASL!)^ hicof-x^^ h^&_Ltf£ix5. :/ B y ? 

■CS5i5ft7*-A**t. i?-*^* Mt. ^/^Kitf igf^if 

/vzmiiVt Z £ ifc-gmztiftz k&m&TZZb%MA%\z$.ibZ Q 7u y ? 6 10 
r=iy*?M t 5 IS*t7"5?x * m^ifijp-f 5 k v^ 5 <fc 5 

y * *~S:&3&j£1- <5 - * <fc 0 m ^ p< —A- fc * sx * - $>J&*i£fll £ *v S . 3 - K !7 — K (i 30 

©tf ^ - a j& g & sift -r s *§ -a^ uMM2i4isx, i*-*^^©*^-?*^ 

Wittier uy h'^ft±\f £ tiZfr, 3 vn«Jp A#« I SP«?->«-/Hf- 

m^^-/^^WBM^7-^^ : ^-y^3^Sr^v^T^gS6^^^6-<^ff^^f)515fcm^^- 
/V^fc£t*PA#IC±oTfc££ftS#e>ff^ *P A#fi#;t K , UMM2 1 4«rgt, * 

[ 0 0 2 8 ] 40 

W > UTV^ 5. & b -fe * -ett, iififll S MT P 7 0 1 14, 1> L *tj ffl Rlfg ft 

gg(Cf&C5$iilSMT P 7 0 2 ^©iHSrI*t5. ^ItitlSMTPIt Sft 
— jvt K u *~-5£ff-r 5 * if ^-;WV>-7oipt*#iSr^fft5 0 :7* b y 

n03t, jUfi «J S MT P te> Stf ^^fttS^fc 5 V^ttttU**©*-* <Otc &\z. 

fi> SMTPli^ y i? - S^Xta&fe L , ^ yfe-5?©ftfc!)t*t. B y 

H04f, *««8MTPfi, ^yt-i?*iiSlll, ft £ g ft # ( $> 5 - o 
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[ 0 0 2 9 ] 

@7Bt, 8HHlSMTP70 1i:SlHiSMTP 7 0 2 B, S b©f 

n-fei/f-7 0 5 b mM^Xg'ifZti hit? *t it, jUit # (D iff ft % T Y V 7, 

tt , /P'^ 7 0 6 lC*S*i5i5fc, fc © J8 © » * '< A ^ n * y f-fc J; o "C M 
$ ftS. ^oy^ 7 0 7 Tf, a«tO»«567 KU^ iSHItoa«*7 KU^tt, 
£f5i!& £ ftfc J^V^ ^fefltBIilfcioT^^iytityf 7 0 5 ^j£fi£ft5 

*i55ifc«r»»u-cai*#aiflrflisMTP^26fe*u» m^y-zni^ofcciiBSflHH 

SMTP^SfiSft^. ^By? 7 0 9 t, SflT W S M T P tt « ^ ^ - A> & g ff# © ^ - 
KAJt, fcLS^Stvfcftfcif, iJUt ##7 Vy KO-AHTAS L !) ^ h 

fc54fetf 4 S(t#^#^U3teV^*»fc5V^ttgfl|fllSMTPtt«^^-/l'©ftflr*«liR*« 
A b ft T V* V* i V* 5 3^*7 — } yfe — i^^SHUBS SMT P^I^}l5, fc L ( X ^ -r - 
© £ ft * x — M4;t>oTV^:i £ *t $ ^/U^nty t^6©)S|ia 

f iSMT Ptt> UniUz.m^lt £ 5 \Z. (^oy^ 7 1 0 J: 5 WBM7ot 

[ 0 0 3 0 ] 

B8t, P&0t4x «*rfcH2ir#IIHIIriiS* (ASL-7*-^) 21 ltttSiSL 

t 8 0 3 tHI^ISl,, ^/U/ntytf-^" 4 *-^ (SPDB) 2-0 3 a t f — 
^&^it5AS Lt>f-7y K7otyt8 0 1 i:ASL^>7-^3.7-^ , o-feyf-8 0 
2£*^-f5J:5l::*fifc1-5ri:* 5 £i£LV^ s M T P mm * - V * 2 l 2 ^i£ff £ ft 
, * LXZ Zfrb$iS SftfcS*;* -^7 K £ S MT PSit^-'^ 2 0 8 tt, A 
S L/W-^7*Bts;t 8 0 3 i il L ftMH Sr USt 5 A S L t V f'-r X K 7* B t 

y-^8 0 1 l:J:otjl!ii^5 3>'^-f^7';v/it'- K • <f©77^^ 
ft&©^*&y-*d>b©:3V'7 l >'hfc*aSl< > S PDB 2 0 3 a{£##£ftfcAS L y * 
h £fE$ jKtfaU-h (populate) U, ^ LTlltS i 5. 0»J & 

fi, ziyTV hit, * - *7 7 4 T y V t&KftmZ ^ftftb^-VT V V 

, HS 7 ? >7 * # |E fESi L * # b * * 7 * ^ h ^ b © » - * T K I' * A A fc . Mi cr 
osoft Outlook (jg|g) Address Book(Oj:9 4x^^hs/7 B 3>' 

hv^-^-r ■ a- - 1P # ifi JP L fc T K U * & , fcSV^ttte^^^^^ h V * ^, 

^-f©^7^7yf7-^7AtfttfiUi5 5)it-K-/<-r^y7h9x7 

v^-^t-J ^bgrtttS-itf-rSS. 
[ 0 0 3 1 ] 

ASLX^{>a?-7ntyt 8 0 2li, £ * fc#*f £ H»«tB ©fc » fc * * 5> » - 
/vii 9 9 * 9 Zgfti- Ztcib&mZ iiS, wttlc«tf?J0A#©ASLy^h> 

*h*f6jtr***5£fcfc*oTS*TM*W3E#^fBfc*<&. 0»J *. > 7nt ? t 
atBfts JPAf tttf^-^roASLl^^-^B^r-^^-^S 0 3 a & 

##ri-.&fc«>©AS Lif^ — /UP /7t7-f f , aJA#^^^fcamU-&oTV^5^jf 

#©s^r^ x-^ ^sr^Ttf-rs^fcsvNti^^-rsfcfe^^'^^iST^-y-rf, jo a# 
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ft 5 fcft*- K • w <o-f7 94 v t 7* 9 7 J» J: oT£fifc SJifcx- * «r##f 

^5fcfc©te01f-K''<-^7^?*lP*'&tf::fc#"T*£$ o 
I 0 0 3 2 I 

ASL/^/^otytSOSft, S PDBf-^"<-^ 2 0 3 alUotii$nfcA 
S L y * h *• * 5 fcilfln L, f:£r© l b©tCl^ggH-f-5a>£&&-r5 ( A S L ^ * - 

^fflW^P-SrJWfflbfc*— K • /< — y-f.** — *8 0 3 b b T 7 V & — *s * yfn 

& 8 o 3 c ^sitAht^isiilffltsr-^f t-«r»o: * # -e # 5 „ rror 
m&mto a s L^-^^-^^^^srwietc-fs, 

[ 0 0 3 3 1 

tt, *«m* * ->w*»6# e>nfcafli5ET Ki/^*-ft©«»f©fc»icjt«tSASL j 

Htf U > ^fflii^Oi^ftH-^^^-tHtlStSxf 9 0 3 a> 

*john@home. c o m©iijc- ffeSr^Ott, 9 0 2tt U 2/1/2 

0 0 3 h&oj #3b$PS:i*flg*#t fc «>, B © 0 #**3ftfc*»3HRfillrt'T»*>;h, 

fj TTRUEJ (D {I M -f" * IC =« V t* V a yT~7*A'±.<0 r^lgjj ^MSr^^TL, * 
r^ 9 0 3 » ( *> L:Rf§ # T R U E TfctWf) # * * — ^ * f£ ffl a* 7 \sv K S> 5 

* - y/* y a - SrM-T * tt: T * ^ g yT-7 /^±<o r^uvKj f£fl3 & ^frl" S . 
[ 0 0 3 4 1 

^#J©:/n^7*:y.^^^*s>^;*fc3VMiASL-T.$-- i> ir A- — A $0! S © H ff n y ? 30 

« , ^/^rniry^T^y^-^g >-©$$&#{:: X a, to mask &m + 

5Ci^t!5. v^<o^rot^i'3 ^0»Ttfc5«tt, &/B$*i9 5i£©Bft77 , n 
[ 0 0 3 5 1 

if ^-;V7 K v * 5 7 KV^^^-^Sr^bf 5ii 

(a) 77t;H : IE fifc — St 

(b) # S'J ft H f — /l" 7 K V" * : j ohnOcompany. com 

(c) UNIXffft^^/H^-hWyfy^ 

•microsoft. com=rMicrosoft. c o mj ^ b © Hifli* 
•microsoft=' ; &© |: f , "Cmicrosoft©2?;ft/5& i 40 

• m i 1 = W-frt><0^~fftfrV>M z f-*— A* 

(d) %B L A C K H o L E 5 : 1 1: i Softie \ ~7 7 y t? ;v y * Y 
J ©-& 

BE *vfc B ttfcifcffl-f 5 £ i: 
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•(b) 0 ft © $5 B : 4/1/2 0 0 4*»5>5/2/2 004*"T»fc#*.&#l*:7Kl'*ft 
ft $ V^ 

(c) #£©*9fcLi$ra:fc£©in»fcfl!©ii*iRi, fe^»*jaoiWfcs«"BriB 

ftnewsletter@magazine. c o mJK 

T^© y ; :©:ittJ6 = t7^y^-*/gyt%tl!:^jiT*<, 
[ 0 0 3 6 ] 

j^5fe©-&Wfrai2*oTi¥tfaS;fc3/ y*-i*©:W 
( a ) r^7~J 

(b) t« y *-i?#X©>!» K W^tt^Ucasfc*** * A. 0)J & f* 

% ;* - bf y K (sub id) %liJDAt»I D3-Ktfe5 
% 0 ft % » * 0 © 0 ft "C fe 5 

(c) rtA/fc%li, % 3- - If ft £ % s */-?A£LT^:;fcti:?ti8i**b*Lf::. h t tp : 
/www. spamkapu. com/subscriber=%subid%^0# % 

(f) tTWje©*** 

( g ) 77^^st, *©rt«p*«^^ 

(h) 77^^ffit> U-C-t©rt^Sri@imi-5 

(i) 2&ft#*5 l -**ft*'<T-*>5^tt:7i'i' K^KttS 

(j) m^mm (24~48H^i) ©* t -ewjui *a»--^© 1 d*^i«i-«. r© 

(k) SMTP77*;Hi7-^ yt-^?;4i5 

(1) £»©»-tfK:*«*ftfc1?*ft#«1-3* 5 l£l^Sftfc*»y 7 h7x7^P 

1 0 0 3 7 ] 

[3§SU©8b;fc] 

^*a»ftjt«a*4*. fe*ifc$s«#©M§ivfc y * htseoTftits^/uaf^/v 

Ki'*ft^<>m : Fy--/V'£ttftI&?>l&< £ t ft W*T - A- ft S «-f * m# © * /« 

f ^-/v^f9i<©Tli*<, tf L 5 fg S T 5 i> © ft §fc < £ « ^ * - ft |g 

5©x-$)5„ j/^f ArtoASL-?*-yttt, r$tRg*s#x^tv75iiiifg#j y * + ft at 
»-*-*fc*K:, mmRvmmn.** fcs«#teffl'<*- ^ ft »-ca#r 1- 

r©x-*o##rfi % 5£{f#7 K w*#*/W-T-fc5 e»*L5a»5*»©JftIlft 
S& k U fc£ 1- h o T B @ ft Mm. t fc 5 o r © f* - * tt , *ne>*vfc*^v-©y;*bi 
#J8Wfc % 7WK© rfcRjis.**. fejT,fc26ffi#j y*hft#fifcL, ftftfc i o TSKA/T- 

t> v^ft m - 7V a fc tt * ©Tv^ftvNm^^->'V'^jBx#©ffl;- : 5 i y-/v^y^^-^-t- 

[ 0 0 3 8 j 

#*K©»WJ5lS©±tBMft#JfcfcA*u5* % «L©#<©*K{«a:aE»«ft**.o< r" 

©-f^-CttfcS&BUottfl'irlSH©* 5 fc%*.e>*i*. 
[Bif ©ft ¥fefl9M 

[Hi] BlAtt, Aottli^fg 1 B 4 Jttt Lfc^/<Aafl|#3j» 
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I[g]2] B2» t ^ifflW^/^AKjhf ii/^f A©f ^©^I«riftif57P-ffe5 

0 

[03] H3AU, 5 $ tiltn** -/vmiizfo -tr x bTF-f® 3 B t Jfctt 

[04] B4AB, *3S9ifc«6*HS;ftfc«**-*g«7'*"fc*«:*-*-|B4 B & Jt tfc 

[06] B6S, */<.fcKr±tf JB#«feU: J:oT*«jl!:JB»**tfc«^^ - ;w & S 5 
Jfr©?*^"*-** — (WBM) <D/V-^y©P^ffl^toaSr^-r7t3~T?fo5 

t^fc*t8 7Bi:Jfc«Lfca?»SMTPtgttt?y-^&l^iit^ (ftffKW) 
£ jj* -f :/ p y^Btfce, 

[08] 0 8 r* , X/Uf I«>^fA^l©tI©^il^*5lt5 AS Lv^-^ + ©i® 
[09] 09«s -*©'*&«fcHr$*10^©»»fcll3li: * ASL-r 

5. 
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5 FIELD OF THE INVENTION 

This Invention relates to b system far eflmmating unwanted emalL and parUcutarty to one 
in which all email trust bo recognized en sent by on authorized sender In order to be accepted. 

10 

BACKGROUND OF THE INVENTION 

Unwanted or unauthorized emaB is a significant bane for users on worldwide networks, 
such as the current public Internet. Once a person's emaH address becomes known In a nstwork system, 

13 h can easily be repScatod h computerized Rste end passed on etoctronlcaSy to en unlimited number at 
parses who have not been authorized or tovJted to send emal to the user, A user's electronic mailbox 
can become inundated wflh such unauthorized emalL Unauthorized or unwanted email ts referred to 
flenertcaJty In the Industry by the term "spam", a Enough the term Is not Intended to be essodeted wflh or 
to disparage the popular canned meat product eald under the trademark "Spam* by Horrnel Corp. The 

20 user may have an emal address with a commercial Information service provider (ISP) service wWch 
Dmfts the amount of emafl that can be accepted end/or stored or which charges the user by the volume 
received. The user may rim waste a significant amount of time opening end reviewing such unwanted 
email Unauthorized emell may also be sent by unscrupulous persons who may enclose a virus or 
noxious software agent In (he email which can Infect the user's computer system, or which can be used 

25 as en unauthorized point of entry Into a local network system that handles me user's emal. 

Most, H not an, of the current software to control the receipt of spam Is based upon the 
use of identifying lists of known spam sources or senders ("spammers"). Such conventional spam 
co n trol software (unctions on ths basis of receMng aril emaa as authorized unless a sender Is Identified as 

30 being on the exclusion Bat and the emafl can be (Stored out This approach is only es good as the 
identifying list and cannot guarantee that the user wttl not receive spam. Spammer lists require frequent 
updating and must be distributed In a timely manner to all subscribers to the spam control software or 
service. Sophisticated spammers frequency change their source Internet address, and can defeat 
a t te mp t s to keep exclusion Bsts currant. They can also route the unwanted emal through (he Internet 

35 servers of other parties so as to disguise the source of (he emails through hnocuous or posiasriy 
recognized names. A user* emafl address may also become Known to large numbers of tndviduau in 
pubtic chat rooms or on public bulletin boards. Unwanted emafl sent by Individuals are not tracked on 
spammer lists, because the sending of email by Indrvtduats b technically not sparnmlng. 
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SUMMARY OF THE INVENTION 

Accordingly, it is a principal object of the present invention to provide a spam control 
system the! cannot be defeated by spammer* who froquenfty change their source addresses or disguise 
3 thernsehres by routing emit] through other servers, or by Individual j who send emeB thai ere not invited 
of authorized by the user. H b a particular object of the invention Out the system of the Invention reject 
a^l email as unauthorized unless the sender Is recogrrtzsd as being on the users acce p tan c e itsL 

In accordance with the present Invention, a system for eliminating unauthorized email 
10 sent to e user on a network com prises: ~~ 

(a) an emafl dient for allowing the user to receive email sent on the network addressed 
to a unique ernes* address of (he user, 

(b) en emalV receiving server connected between the network end the email csent far 
receiving emafl addr es se d to the unique emafl address of the user, said errwB-recetving server having an 

15 aufiortzed senders list (ASL) module which maintains an ASL list of email addresses of externa] users 
authorized to sand email to the user, and 

(o) an emafl rejection module operable with the ASL modulo for rejecting Pie receipt of 
emafl sent to the emal address of the user if the emafl address of the sender bt not one that Is 
maintained on the ASl 1st far the user. 

20 

tn a preferred enibodtment, the system's ASL module includes an ASL database for 
storing ASL flats of authorized sender addresses for respective subscribers of the system, e spam 
processor modulo tor checking the ASl lists for matches, and en ASL m ana nor far creating, maimaWrtg, 
and updating the ASL Rats. A redirector module rejects emal If. upon sending e request far vafldatbn to 

U the spam processor module, the senders address does not match any authorized sender address found 
on (he ASl list EmaD rejected by tw redirector module Is redirected to b web-based messaging (WBM) 
module which sends a massage notifying the sender to confirm that the sender is a togittnirto sender of 
•mail to the Intended redpienl If (he sender logs on to confirm their status, the WBM module executes 
an Interaction procedure which can only be performed by a human, tn order to ensure that tie 

30 confirmation procedure re not performed by a mechanical program. The ASL manag&r maintains fre ASL 
nst» based upon sender address data coOectad from various sources and analyses of various emafl 
usage fsctoej, including sent emafl, received email, contact lists maintained by the user, user preference 
inputs, third party programs .oia. 

35 The invention at so encompasses associated methods of performing the above functions, 

as weU as retard Roftwaro components which ensfcte these fun ebons to tx> performed. 

Other objects, features, and advantages of the present Invention wffl be described in 
further detail below, with reference to the following drawings; 



(22) JP 2004-523012 A 2004.7.29 



WOO WWW PC7YU50G/Z3561 



BRIEF DESCRPT10N OF DRAWINGS 

$ FK5, 1A b a block diagram iustrating a standard internal email system using the 

conventional method for Storing emafl from spamrnere (Prior Art), as compared to RQ. 1B which shows 
8 conceptual overvtew of a system kt accordance with the present mvcntton. 

FIG, 2 a a process flow diagram for a preferred enbodhnerrt of (he anti-spam system of 
10 the present invention. 

FIG. 3A Is a block diagram Nustrabhg b standard SMTP sand email process (Prior Art), 
ea compered to FIG. 36 which shew a modified send emafl process used In the present Invention. 

15 RQ. 4A Is a block diagram BtustraUng a standard SMTP receive emafl process (Prior 

Art), as compared to HO. 46 which shows e modified recetva email process used in the present 
Invention. 

FKJ. 5 b a process flow diagram Blusteting the operation of en anB-spam processing 
20 routine bi the preferred embodiment of the Invention. 

FIG. 6 b a process flow cTagrem Wustraisng the detafled operation of a Web-Based 
Messenger (WBM) roufine for handing emal hKatly rejected by the anti-spam control. 

25 FIG. 7A b a Wook diagram Illustrating a standard SMTP sard-receive emafl handling 

process (Prior Art), as compared to FIG. 7B which shows a modified RedSrector process for hendBng 



FIG. 8 b a schematfe oTagram UustraUng the structure end operation of the ASL 
30 Manager In the preferred embodiment of the spam control system. 

Fia 9 Bustretes a detailed imptenentaoon of examptea of processing of email 
sencVreceive and user contact data into specific forms of actions taken by the ASL Manager. 

35 

DETAILED DESCRIPTION OF INVENTION 



In contrast to the known approaches of existing spam control methods of accepting efl 
omafl oruess tsted on an exclusion tbt as unauthorized, (he turtdamentai principle of the presern 
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tTvenbon is to reject gD email unless listed on en inclusion list 83 authorized, in mis manner, it is possible 
to ftter out emaB that comes from unrecognized sp ammers as well as tocTviduals who send omaO that b 
uninvited by the user. UnBte the known email filtering systems, the present invention does not attempt to 
filter out to unwanted emal after ft has been accepted. Rather, it outright rejects the email at (he 
5 earnest entry level. Thus, the Invention operates on the premise fist aQ emaB wBI be treated as 
unauthorized unless the sender is found to be on an •authorized senders" Ibl in order to be accepted by 
the user. Thb provides an inherency powerful and 100% effective spam control totutton In an 
envfronment whore spammers can Instantaneously change that source address or apparent Identity and 
tndMdua!* in pubflc areas can obtain emeu addresses of other users end send them unwanted small. 

10 

The (dUowtng is a detailed description of one preferred embodiment of a system for 
implementing the tivention concept In this embodiment, the spam control system intefigenBy formulates 
tt» Authorized sends/a' Sst based upon en ongoing anarysls of the users email usage, suoh ee to whom 
and with whai frequency sent emaC Is addressed to other users, and through the gathering of hlgh-ievel 

1$ user contact data, such as a users known contacts and associates Identified on other fats or ffles 
maintained by the user which indicate persons considered as authorized. The 'authorized senders" list 
may also be updated end manipulated by the user at any time to add or remove authorized senders. 
Wmfie this specific Implementation is used, and certain components are provided end configured to be 
interoperable in Che described ways, it ts to be understood that the full scope of the invention b deemed 

20 to encompass many other suitable modifications end variations to the described guiding principles of the 
Invention. 

FIG. 1A is a block diagram of a standard emafl system for sending and receiving email 
on the Internet and Is used to sxsrain the amvenuona) method for fittsring out email from spammers. 

25 The system follows a standard industry protocol for handling email on the internet, referred to as SMTP. 
Users typically subscribe with a chosen ISP for Internet access and related services, including emal 
services. The users access the Internet through the ISP using a dtaJup or high-speed Bne connection 
and a standard browser. The browser Induces cr functions with 0 standard emaB diont 101 , such as the 
Outlook i" emaB client datrfbuted by Microsoft Corp., headquartered in BeOevue, Washington, or the 

30 Netscape ~ emaB cfiem used by AOUNetscape, headquartered in Fairfax, Virginia. The BP operates at 
a webste address corresponding to its domain name which is addressable by izsem on the internet The 
ISP's service functions are performed for e large number of subscribers through one or more servers. 
Typically, en emaS server 102 is used to hanc&e the email service functions. Email sent to the ISP from 
the Internet fo received at SMTP Server 102b. where various administrative funcbons are performed, 

35 such as checking whether the addressee is an authorized subscriber of. the ISP, then the email is placed 
in a storage space reserved for thai user, referred to as Inbox 102 a. When users connect to the ISP, 
they can retrieve their email and store tt with Ihelr own amal) client (on the* own computer). Users can 
send emafl by composing It locally el their emafl cfient, ffien uploading it to the SMTP Server 102b at (he 
KF. whicri men routes H bo th« rwdpkfnfB email addros* on the internal. 
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ConvenQonal urdj-opam control can be Implemented with the SMTP Server and/or at the 
email client Many ISPs implement an exclusion list ot known spammers at the SMTP Server. In 
addition, they commonly allow a user to rater out unwanted emal from certain senders known to the user. 

5 For example, the user's emeO cfterti may have e Storing function thai allows the user to input unwanted 
sender etnas addresses to the SMTP Server so thai email received by the SMTP Server can he fttered 
out before being put imo the user's in box. Further, Independent software vendors sell sophisticated 
email hendBng programs that work wfih the user's emafi cfisnt For example, some handling program 
have functions for categorizing received emal into topical file folders, and emafl from unrecognized 

10 send are may be put into a "Miscenaneous" or "Unrecognised" Rs folder. 



In RQ, 1B, e conceptual overview of a system tn accordance with the present Invention 
b shorn A3 before, the standard emaQ client 101 is connected to an emaB server 104 for sending and 
recetvuig ema& to and from the Internet via SMTP Server 104b and Inbox 104a. However. In this 

15 mod tried email server 104» an Authorized Sender List (ASL) Manager captures recelptent emaB 
eddresses from emaB sent by the user, es shown at Woe* 105. and also captures Bander email 
addresses trom emaB sent to the user, as shown et btock 105. The ASL Manager analyzes the captured 
sender emafl addresses and recipient email addressee and employs certain pre-defined rules (described 
In further detail below) to add or remove emaQ ad dre ss es from the 'authorized senders" itsi, referred to 

20 as the ASL List or Database. The ASL List is used by the SMTP Server 104b to accept only emaD from 
senders on the ASL List and place the accepted emafl In the user's Inbox 104b, while rejecting ell other 
emafl es "unauthorized*, as Indicated at block 107. 

Referring to RQ. 2, the process flow for v» operational steps of the anti-spam system of 
25 fw present invention wQ now be described. Certain terms used In toe description are defined betow. 

SPAWKAPU: An exempto of the spurn control system of the invention. 

SUBSCRIBER: A person subscribing to en ISP email service thai Is using the spem control system of the 
Invention. 

FRIEND: An emafl -sending source that Is authorized by the spam control system to send email to the 
30 SUBSCRIBER. 

SPAMMER: An email-sending source that is not authorized to send emafl to the SUBSCRIBER, which Is 
cctfnmonty unoarstocd to be an unknown or unauthorized party that is using a manual or computerized 
email fat malSng program to send large volumes of emails repetitively through the Internal 

CONTACT: An emefi-serKflng source that has been Identified by the system as a legjtlmale 
IS correspondent of the SUBSCRIBER is authorized by the system to send email to the SUBSCRIBER. 

SUSPECT: An email sending source that has not yet been identified es either Q SPAMMER or a 
CONTACT. 
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Email sent from ttie Internet (103) is sent to the etna! address erf flw ISP for (he 
SUBSCRIBER, referred to tn bloc* 201 as the SpamKapu EmaB Address (SKE). Received email must 
first pass through the RerJirector 202. The Redkector 202 sends a reqgesl for vaJldatfcn for the anal 
from the Spam Processor 203 which maintains tho Spam Process fig Database {SPOB) 203a. Inctodlrig 

5 the Authortzed Senders List (ASL) 202b. The SPDB Database end ASL List we the heart of 
SPAMKAPU, as they contain the lists of persons authortzed to send email to the respective 
SUBS CREEKS of the system. Tho Spam Processor 203 sends a response, either that the Bender's 
address on the emafl Is not authorized on the ASL List, I.e., is a SPAMMER, or Is authortzed on the ASL 
UsL l.o. is a FRIEND. If the response is that H Is a SPAMMER the Redirector 202 rejects the emafl, as 

10 shown at Week 204, such as by sending a standard error message to the sending server thai** use: as 
addressed does not exist 

As e refinement to the system, a Web-Based Messenger (WBM) process at block 205 
may be set up to provide a axrecOve procedure In 0w evert that the rejected enuB Is from someone not 
13 authorized but not feted permanently on the ASL List as a SPAMMER The unauthorized emafl may 
actualy ba from b ponon who has not been previously processed tn tho anti-spam system but who has e 
leettnate reason to reach the SUBSCRIBER. The WBM process 208 to set up as part of the spam 
control system to which the rejected erred is rwfirectKt Upon receipt of the redfrectad emafl, the WBM 
process stores ft in the WBM database, assigning the emafl a unique E> code end also an expiration 
20 date. The WBM process Own sends an error response emafl to uw omail sender, who Is now treated as 
a SUSPECT. For example, the error message may read: 

-An emafl sent by you to SUBSCRIBER'S address was redirected to this site as 
being sent from en unrecognized sender address which may be a source of spam email. 
V you would flxe to confirm youraatf as a person wHh legitimate reason to reach the 
25 SUBSCRIBER, please vbJt the WBM site (or send a reply emafl) and confirm your status 

as a CONTACT." 

The WBM may have a separate web ftjla address for interactions with SUSPECTS, or it 
may bo sat up to recetvs and recognize email responses from SUSPECTS. When e SUSPECT receives 

30 the enw response emafl. if they ere a tee^ 

to tho WBM site or send a reply emafl in order to confirm thalr status as a Isgrtlrnata CONTACT. Hdone 
before the expiration date, the WBM process wTO odd e special codeword such as "contact? to the 
subject Bne of the redirected emeu, es shown at block 200. and re-route the emafl to the Authorized 
Sender Mailbox (ASM) 2D9. The sender address for emag re-dlredod through this process b eteo stored 

35 (as indicated by the dashad line to block 210) end logged for furtier analysis by the ASL Manager 21 1 , to 
dstarminfl if tho status of the SUSPECT should be upgraded to FRIEND end added to the ASL 203b. tf 
tho SUSPECT does not respond, this fact is also sent to the ASL Manager for further analysis. The extra 
confirmation step effectively ettmtoHtas SPAMMERS since they use eutomatad programs to send out 
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batch email end typteaty wl not take human response lime to log on to *» WBM tits or send e reply 
email to confirm thetr tegtUmata status. 

If the Span Processor sends a vefidatbn response that the sender fe a FRIEND, then 
5 the Redlrector 202 passe* the email to the SMTP Receive Manage*, at block 208. which performs its 
BdmNstrative function of checking the SUBSCRIBER* status and storing toe emefl in ASM 209. which b 
che SUBSCRIBER'S hbox The user can now collect their emefl from the ASM Inbox (using standard 
Mernet protocols such si POP3 or WAP4) through the user emal dlant 101 on thetr eanputar. Their 
emal Is 100% spun-free, since as emafl from senders not recognized by the system es authomed has 
to bean rejected. The SMTP Receive Manager 208 is also configured to log the Information of receipt of the 
emafl from 0 FRIEND and send It to the AS. 203b for further analysis, as indicated at block 210. 

Users send emal composed on and sent from the email cficnt 101 via standard SMTP 
protocols to the ISP's emafl server. The ISPs SMTP server Is responsfbte for providing users wtth email 

}5 addresses wfihin the system, and sending users* email to ton recipients' email addresses on the Internet 
103. In the SPAMKAPU Invention system, en SMTP Send Manager 212 Is provided to Intervene In the 
usual send email process. The SMTP Send Manager 212 copies header Mormation from all outgoing 
email end sends the data to the ASL Manager 21 1. then sends the email on to to Intended destination. 
The ASL Manager 211 pen\xrr« ona of the key fun^ » analyzes the header 

20 data from sent email and data from other data sources 213 maintained by the ISP emafl server system, 
euch as email togs and user-suppBed fists. On the basis of its analysis routines (to be described si 
further detail below), the ASt Manager 211 checks, populates, and updates the SPDB Database and 
ASt Ust wtth the emafl addresses end other data on senders authored to send email to the 
SUBSCRIBERS. The SPAMKAPU system also Includes User Masitenence Modules (UMM) 214 which 

25 allows the user to Interact with and upload user Information to SPAMKAPU tor turther custwrtzatlon of 
SPAMKAPU "a emaa operations for the user. 

Referring to FIGS. 3A and JB, a standard SMTP send emafl process {Prior Arf) is shown 
compared to a modified send email process used to (he present Invention. In the standard send emafl 

30 process. In FIG. 3A, emafl sent from the usert emal diont to the ISPs emafl server may be pre- 
processed, such as checking for correct syntax, alas expansion, etc., and to identify the Dst of recipient 
onraU addresses (could be 1 or more). The server emal manager gets each recipient emafl address in 
turn and attempts to establish a cannecdon to the destination SMTP server and verify If the recipient 
emafl address Is proper. If negotiation Is unsuccessful, en error messagals returned to the sendmg 

IS SMTPserver. rf rtegoilaflcn Is suewssf* 

server and performs a proper •dose connection- operetta In the modeled send emafl process of the 
Invention, In FIG. 3B, the email sent from the dteni Is pre-processed, recetolsnt(s) are todenflflad, end 
cormecttorKs) wBh the OesUrtstton servers) ere attempted as usual. Upon successful nogottetJon. the 
SPAMKAPU SMTP Send Manager 212 copies the successful redplenl emafl address(es) and sends toe 
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data to the ASL Manager 211. On the assumption that the SUBSCRIBER authorizes emal to be 
received from eny person the SUBSCRIBER has sent emaB to, the proper email addresses of persons to 
whom the SUBSCRIBER has sent email ore added to Pie ASL List of persons authorized to send email 
to the SUBSCRIBER The sent eman data can be used h further analyses by to ASL Manager, e^., to 
5 upgrade « person's authorized status from temporary to permanent If more than a threshold number of 
eman Is sent by Ihe SUBSCRIBER to the same person. 

Referring to FIGS. 4A end AB, a standard SMTP reserve ernel process (Prior Art) is 
shown compared to a modified receive email process used In the present invention, ki the Standard 

10 receive emefl process. In FIG. 4A, emaH is received by the SMTP server from sender sources on the 
Internet and the server stores the email h ihe user's Inbox, in the modified receive email process at the 
Vivenudn. in FIG. 48, the received emaH Is subjected to processing by me Redrectcr 202 to determine if 
the senders address to ihat of an authorized parson on the ASL UsL If authorized, the SMTP server 
stores the emaD h the user's Inbox after the SMTP Receive Manager ZDS captures the sendees address 

15 on the email In Ihe address log step 210 to be sent to the ASL Manager 211. Even though the sender b 
already on the ASL authorized persons UsL Ihe received email data can be used In farmer analyses by 
the ASL Manager. e.g^ to upgrade a persons authorized status from temporary to permanent if emaB 
from thai rjersonbrecerve^ changed by the user. 

10 In FtG. 5. a process Sow diagram Illustrates the operation of the Spam Processor 203. 

At Mock S01, a request from the caJflng routine, here ReOector 202. seeks validation whether e received 
email Is from on euthrotzed sender. The request identifies the parameters who the emaS to FROM and 
who it is sent TO. The Spam Processor 203 uses the TO address to lookup that user's ASL list 203b in 
the SPOB Database 203a, as Indicated at block 502. The lookup procedure follows a loop 503 of 

25 reading the next ASL record on the users ASL fist, checking for a match to the email FROM address 
(authorized person), reading the next record if there is no match of the current record; executing the 
match condition by Issuing a TRUE value It found, otherwise returning for the next record, as irxficated el 
block 504. At block 505, if a TRUE VALUE ts Issued, then at block 505 the action Is taken of setting the 
output value to FRIEND, otherwise if no TRUE value Is issued after the entire fist has been processed, 

30 the action te taKen Of aetCns the output valve to SPAMMER. At bfock 506, the returned value is sent as a 
message to the calBng routina, Lb., the Redirector 202. If the returned value h SPAMMER, a standard 
error message b kiciudcd. As a default opfw, if no ASL list te found for the user, trw system returns the 
value FRIEND, as indiceted et block 507, In order to aflow the emafl to be accepted as a temporary 
condition until an ASL list can be established for that user. The request processing routine can be 

35 implemented using industry standard PERL programming syntax and incorporating a PERL interpreter to 
execute the processing rules. 

In FIG. B. a process flow diagram rjiustrates the detailed operation of the Web-Based 
Messenger (WBM) roL&'ne for handing email rejected by the Refractor 202 (see FK*. 2L Preferably, the 
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WBM process Is Implemented via interaction wtlh a rejected tartar at ■ separate Weft site address. In 
Prase 1, conesponoTrtg to step 204 in RG. 2, the WBM process is Wttettzed si block 601 by the ASL rule 
returning e value for rejecting an email as sent from a SPAMMER by the Refractor 202. At block 602, e 
unique D number b assigned to the emafl in the WBM database and a given expiration dale is set, 

5 48 hours. At block KB. b return message Is added along wth the unique to code to the body of the 
SPAMMER'S email and sent back to the sender's email address In order to notify the SPAMMER to go to 
(he WBM web page If they wish to follow through wkh contacting the SUBSCRIBER, The WBM then 
wafts (or tha SPAMMER to go to Iho WBM site ta compiote the process, referred to as Phase 2. Al block 
604, Ore SPAMMER accesses the WBM web she and agrees to the displayed terms and conditions of 

to usage. At block 60S. tha WBM process verifies that the time for response for the emai corresponding to 
the p number has not expired. The WBM then fotows a test procedure to ensure that the responding 
SPAMMER Is not being Implemented by a mechanical program. For example, at block 60S, a word 
stylized In nofvetandard font can be displayed as a grephto Image, and al block 607 the SPAMMER Is 
prompted to type the word that appears In the graph to. A mechanical program would not ba able to read 

15 a graphic Image of a word In ursecognfeabie font At block 608, tf the WBM process c^termtoes that a 
correct word has been typed, the SPAMMER* status is upgraded to SUSPECT on the user's ASL Bet At 
block 609, the WBM process presents a form to enable the SUSPECT to enter a short message to be 
sent to the SUBSCRIBER. For example, the SUSPECT can ask the SUBSCRIBER to make sure the 
anS-eparn control has been updated to allow emai. At block 610, the email and message is sent by 

20 routing directly to tea ASM email box for the SUBSCRIBER, along with modification of tha header to 
include a codeword or Bag, e.g., adding the word "contact** to the subject Una, The codeword can be 
discerned In the ASM email logging step 210 h FIG. 2, In enter to differentiate the redirected email from 
other emaB determined to be authorized email. Al block 611, the SUBSCRIBER can now read the 
SUSPECTs emaB. U the SUBSCRIBER sends a reply to the emaB, the SUSPECTS status may be 

22 automatically upgraded to FRIEND, or the SUBSCRIBER may upgrade the states to FRIEND manusfly 
by Interaction with the ISP email server through the UMM 214. At block 612, If the SUBSCRIBER 
determines that the emaB Is from someone whose emafl should be rejected without a WBM error reply 
option, the SUBSCRIBER may optionally downgrade the status peimanantly to SPAMMER through the 
UMM 214. 

30 

Referring to HQ. 7 A, a btock diagram Illustrates a standard SMTP send-recetve email 
handBng process (Prior Art), as compared to FIB. 7B which shows a modified Redtrector process for 
handling received email in tha standard process, tie Sender-SMTP 701 requests connection to the 
Receiver-SMTP 702. which accepts the connection If avaBabte. The Sender SMTP then performs the 
35 task In Its Send EmaB loop of sending the recetpienfs email address. At block 703, the Receiver-SMTP 
ranfirrra or denies wtefto 

rf cartfrmed, the Sender-SMTP sends the message body end marks the end of the message. At btock 
704, trie Receiver-SMTP recurve* the message body and sends » to the email box of Ihe recipient (or 
recipients If the message Is sent to more than one recipient at that SMTP server address. 



(29) 



JP 2004-523012 A 2004.7.29 



WO 01/16695 PCT/DS00O35SI 
10 

In FIG. TO. the Sender-SMTP 701 and Receiver-SMTP 702 perform their usual 
esteWtshing of a connection end check for valid racelpient e-maa address. However, in this modified 
process Implemented in conjunction with the Spam Processor 70S, the sender's FROM address Is stored 
5 by the Spam Processor for later use, as Indicated at block 70S. At btoek 707. the sender's FROM 
address and the redptenrs TO address ere sent to the Spam Processor 70S, by a request for valuation 
by the Redirector as described previously. At block 708, alter checking the recipients ASL tel to 
determine whetter the sender b authorized, the Spam Processor can return a response of FRIEND or a 
response of SPAMMER with an accompanying error message. If the response to FRJEKO. an output is 

to sent to the Sender-SMTP confirming that the email can be received, and the email Is sent to the 
Receiver-SMTP as usual At block 709, the Receiver-SMTP puts the emafl In the redptenfs emaS box 
end, It desired, can include a message noting that the sender was Identified on the ASL (1st as a friend, rf 
the response Is SPAMMER, then an error message Is returned to the Sender-SMTP that the redptem 
does not exist or the Recipient-SMTP is not authorised to accept the email Opflonaily, the Receiver- 

15 SMTP may send the email through the WBM process, as described previously (indicated at block 710), if 
(he response from me Spam Processor indicates that (ha status of the sender Is an unknown sender {as 
apposed to having the confirmed status of SPAMMER). 

In FIO. 8, a schematic diagram iOustrates me structure and operation of the ASL 
20 Managar, previously described as component 21 1 wrtti respect to FIG. 2. The ASL Manager preferably ts 
structured to have an ASL On-Oemand Processor B01 and an ASL Scheduler Processor 802, both of 
which Interact with an ASL Rules Processor 503, which ajao exchanges data wtth the Spam Processor 
Database (SPDB) 203a. Emafl addresses sent to end received from the SMTP Send Manager 212 and 
SMTP Receive Manager 2aa are processed by the ASL On-Oemand Processor 001 which executes the 
25 appropriate rules In conjunction wnTi the ASL Rules Processor 603. Content from a variety of other 
sources. Including compatible tJvtd party ptug^ins, can also be processed to create, populate, and update 
the ASL lists stored in the SPDB 203a. For example, content may be received from a 'Drag and Drop 
Manager" for cortvententry handling user eddraaa inputs while working with the emafl client, user address 
Inputs from Web sties wnfie working wtth en associated browser, addresses added by the user to a 
30 desktop contact manager, such as (he Microsoft Outlook ™ Address Book, of other contact Oats, and 
other address Inputs generated by third party software that can operate wift the user's cfierrt programs. 

The ASL Scheduler Processor 802 is used to process tasks on a scheduled basis for 
various analysis end maintenance functions, ThU allows a vary rich examination Of the SUBSCRIBER* 
35 ASL list, mail tog. and other data Was, to continually refine the Authorized senders* fist for accuracy and 
relevance. For example, the processor functions can Include: an ASL Mall Log Analyzer tor anatyzbg 
the ASL MaU Log database 603a of the SUBSCRIBERS received and sent emails; an Expiration Date 
Analyzer for setting end enforcing expiration dates for authorized senders to be re-authorized; a Low 
Volume Analyzer tor downgrading or eliminating the authorization status of senders wtth whom the 
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SUBSCRIBER comrrnjrtlcauH very WrequentJy; a High Volume Analyzer far upgrading or permanently 
martins the eAitfwrizefton status of sender* with whom the SUBSCRIBER commun testes very frequentryj 
a Fuzzy Lopj© Analyzer for maxfag quaStaUvs decisions as to FRIEND or SPAMMER status based on a 
variety of factors; and other Third Party Analyzers for analyzing data generated by trtfd party plugMns 
S and programs to refine the ASL Ifcst 

The ASL Rules Processor 803 contains the rules (In an ASL Manager Rules Oatabasa) 
(hat determine how to add, update or modify the ASL Lists maintained tn the SPDB Database 203a. The 
Rules Processor can have an architecture that reaoTry accepts and Interoperates with third party 
10 datebeao* 503b and applies! kxis programs B03c In ordef to homes? the collective powar of developers in 
the network communications hdsutry to confinuaBy Improve and extend the SPAMKAPU system's 
feature set The ultimate result of this architecture b to enable the creation of e very richly detailed ASL 
database which goes beyond even the total eflmtnation of spam email Into other or future needs of users 
for the dynamic and intelipenl handling of email. 

IS 

tn FIG. 9, a detailed Implementation ts lAustreted of examples of processing of emaO 
send/recelve and user contact data Into *p6c2fc forms of acOcns taken by the ASL Manager. The basic 
process flow consists oft Step 901 ol looping through each Itne of en ASL Est (cased e Table) comparing 
the FROM address captured from an Incoming emaO for a match; Step B02 of determining whatever 

20 condition or status flag has been set for the matched entry, then executing the corresponding condlfton 
rule as maintained on the Cond&ion Table, resulting In return of e Return Value; and Step 903. based on 
the Return Value, executing the conesponding action rule as maintained on the Action Table, and exiting 
with a Final Return Value from this action, To follow one example through this process flow. Step 901 
finds a FROM match of the sender address lohnffl>homB.oom. Step 902 notes the expiration date 

25 corxfiion Txrfore 1Z/1/20O3* end executes the "before" conation on the Condition Table to return b value 
of True' If today's date Islets than the indicated expiration date, and Step 903 notes that the sender 
status action (if condition is True) Is "Mend' and executes the "friend" action on the Action Table to return 
a Final Return Value of FRIEND (no pern meters needed) es the validaiion response of the Spam 
Processor. 

30 

The specific programming syntax or execution logic of the ASL Manager rules 
processing may be varied in any suitable manner depending on the developer of the Spam Processor 
application. The fallowing examples of some options for ASL Manager actions fflustrate a wide range of 
approaches fhat may bo used: 

35 MATCHING AN EMAIL ADDRESS OR ADDRESS PATTERN: 

(a) Default exact match 

(b) A specific emaa address: John@Dornp3rr/,com 
fa) UNIX Standard wWcard matching; 

* jncrosotLccm tt anything from "MJciosoft.com" 
40 "microsoft* ° anything with microsoft In ft 

•jnl « any email from the military 
(d) Matching any Known "bteckhole list" by using a %8LACKHOL£% symbol. 
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USING A CONDITIONAL AND PARAMETERS TO EXECUTE IF THE MATCH IS TRUE 

USING A SECONDARY ACTION AND PARAMETERS TO PERFORM IF THE 
CONDITIONAL 18 TRUE. 

USING THE LAST DATE THE SUBSCRIBER SENT EMAIL TO THIS ADDRESS 

USING THE LAST DATE THIS ADDRESS SENT EMAIL TO THE SUBSCRIBER 

USING DATE THE RECORD WAS CREATED 

EXAMPLES OF CONDITIONALS THAT CAN BE USED: 
(a) ExpiraSoo data: uses given address until 2/12/2004 
<b) Dale ranges: use a gtven address from 4/1 /2004 to 6/2/20Q4 
(c) Specific reajmng times: first week every rnorrth out no other time, e^, 
twwstattwffirnajpi |n p/»fa ,ffCTyp1aMg during 1 a week of each month. 
<d) A Bnk to external software designed to bOow for additional user-defined criteria; Sits 
stows for Wrd party applications 

EXAMPLES OF MESSAGES THAT MAY BE INVOKED BY A GIVEN SECONDARY 
ACTION 

(a) standard -error 

(b) Custom wrfoveriarjie substitution in the message body, e,gj 

%username% Is substituted wfth the sender's emaB address 
Stsubld% is the ID code of the subscriber 
%date% Is today's date 

(c) "helto%usemame% you have been Identified ae spam, goto 
hfa:/rwvwjroan^ anrf if you're realy human weU let you 
In. 

<<fl Custom text "All emafl addresses from America Online are uncorxKionBlry rejected" 
(») Send a given message in the error response. 
(T) Send a given message as an emaU. 

(g) Open a fie and email Ks contents 

(h) Open b fUs end send its contents as en error roponso. 
(1) set the sender's statue to SPAMMER or FRIEND 

Q) Create a unique ID thai wffi expire after a short bmo period (24-4Bhri). This fd can be 
used by the SUSPECT to access the WBM and become a CONTACT, 
(k) Gfva SMTP default error m essa ge 

(T) Link and execute external software designed to allow for additional user-defined 
ecOorts; (his eOows tor thfrd party applications. 



in summary, the present invention provides a spam email rejecSon method which 
anslyzas the sender address of Incoming email and determines whether It is to be rejected or accepted 

45 depending upon managed lists of authorfcsd senders. This is a significant departure Irom existing anti- 
spam processing systems which accept all emafl end attempts to fittsr out onry those that have sender 
addresses recognized as those of known spammers. The Invention m stood does not fler out 
unauthorized emaH. rather it rejects an email unless *ahortoed. The ASL Manager In *e system 
captures and analyzes sender and recipient usage patterns for outgoing and Incoming emafl in order to 

50 refine Ihe "authorized ssndars" lists. The analysis of this data provides 8 rich foundation for rules-based 
decision! as ro which sender addresses ere considered SPAMMER and which are not This data creates 
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an "Buttwteeo sender 1st of FRIENDS, as opposed to a fcrt of known SPAMMERS, thereby ensuring 
that no umoOcfled or uninvited emaS wffl ever pass trough to the SUBSCRIBER* eamil box. 



It Is understood that many other modiflcattom and variations may bs devised given the 
3 above description of the guiding principles of the Invention. II U intended that all such modStoations and 
variations bo considered as wttMn the spirit and scope of this Invention, as osflnsd In we foflowtng 
claims. 
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1 CLAIM: 



1. A system tor «nmirwtlng unauthorized email sent to e user on a network, operate 
5 with an emaa-receMng server (104) connected between (he network and an email client (101) for 

receiving email addressed to a unique email address of the user, characterized by; 

(a) the emaB-receMng server having an authorized senders list (ASL) module (203, 211) 
which maintains en ASl Gst (203b) of ernel addresses of senders avftorized to send email to the user, 
end 

10 (b) en emaa rejection rnodute (202) operable with the ASL module (203) tor rejecting the 

receipt of email addressed to the email address of tha user ff the email address of the sender rs not one 
thai Is maintained on the ASL list for he user. 

2. A system according to Claim 1, wherein the ASL module Includes an ASL database 
15 (203b) for storing ASL lists of authorized sender addresses for respective subscribers of the system, a 

spam processor modulo (203) for checking ihe ASL ftats for matches, end an ASL manager (211) for 
creating, rnohtamJng, and updating the ASL lists. 

3. A system according to Claim 2, vmerem the emal rejecting module (202) receives an 
20 errafl-semflnp message designating the sender* FROM address and Wended recipient's TO address, 

sends a request for validation to the spam processor module to determine whelher the sender's FROM 
address matches any authorized sender address maintained an the ASL Bst corresponding to the TO 
address of the Intended recipient, accepts the emaa if a match to on authorized sender address Is found, 
and rejects th» email IT no match to an authorized ssnder addnres Is found on the ASL ttet 

23 

4. A system according to Claim 3, further comprising a web-based massaging (WBM) 
module (204, Z05) to which rejected email ts redirected and which sends a rnessage to the address of the 
tender to confirm that the sender is a legldmate sender of email to the Intended recipient. 

30 5. A system according to Claim 4, wherein the WBM module includes a separate web 

Etta to which Ihe notified sender can tog on end confirm lhat the sender is a tegitirnate sender of email 
through en Interaction procedure which can only be performed by a human. 

6, A system according to CtoJm 5, wherein the Interaction procedure Includes a display 
35 of a graphic image of a word in a non-standard font and an Input for the sender to enter in a word 

responding to (he graphic imago of the word, whereby Ihe system can confirm thai the interaction 
procedure Is not perionrted by a mechanical program. 

7. A system according to Claim 4. wherein once the sender Is confirmed as a legitimate 
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under of email to the intended recipient user, the WBM module sends the emafl to the users eroaflbox 
with a code thai Indicates that the emeD was rejected by the red erector module but c onfir med as 
tegttmate by the WBM modutB. 

$ 8. A system according to Qetoi X, further comprising en emaikeceMnp manager for 

capturing FROM end TO addresses of accepted email end sending to the ASL manager for later 
anaryate. 

8. A system according to a aim 2, further comprising an emaS-eend'ng manager for 
10 capturing FROM and TO addresses of arnaB sent from the emafl dent and sending to the ASL manager 
for later analysis. 

10. A system according to Claim 2, whereto (he ASL manager includes a rules 
processor for processing predefined address capture rules for updating the ASL Hats using data from en 

IS emal address source injected from the group of emsO address sources consisting oft received emafl; 
sent email: user Inputs to email service functions on the emafl client; Inputs from user browsing of web 
sites; user destoop organizer end other contact lists; end third party address program toputs. 

11. A system according to Ctabn 2, whereto the ASL manager includes a rules 
20 pro cesso r for processing predefined analysis rutes for updating the ASL lists using data from an analysis 

source selected from the group of enaryirs sources consisting of: user emaB tog anatYsb; expiration date 
analysis; low/high emal volume analysis; fuzzy logic analysis: end third party data analysis. 

12. A system according to Claim 2. wherein the ASL manager malrsabw tie ASL lists 
25 designating a sender-address status selected from the group of sender-address statuses consisting ct 

always authorized es a friend; authorized es a Mend over a date range; authorized as a mend before an 
expiration date; always rejected as a spammer; rejected as a spammer matching a Mac* Dst; and 
rejected as a spammer sent with an error message. 

30 13. A metood for eCmlnatmg unauthorized email wnl to a u*er on a network addressed 

to e unique emafl address of the user, characterized by. 

(a) rnaWatoJng en eutnonzed senders list (ASL list) of email eddresses of extsmaJ users 
authorized to send emafl to the user, end 

(b) rejecting toe receipt of emafl sent to the emafl address of the user H the emafl 
33 address of the sender is not one maintained on the ASL list for the user. 

14. A method wxerdtog to Claim 13, further characterized by redirecting die rejected 
email to a web site for sending b massage notifying the sender to confirm that the sender l« s legfttnate 
■aider of email to the intended rectotont 
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15- A method accordhg to Clafcn 14, further characterized by performing en (nteredlon 
procedure el the web site vrtth ihs notified sender which can onfy bo performed by a human. 

5 18. A method according to Claim 13, wtwre*i maJntahing the ASL list fncJudes updating 

tho ASt Ssis using data captured from any of &ie following sources: received emsfl; sent emai; user 
inputs to email service functions; inputs from user browsing of web stes; user tesVtop organizer and 
after contact 6sfcr, and third party address program inputs. 

jo 17. A method eccoroTng to Claim 13. wherein meMehtng (he ASL llstindudes updating 

the ASL lists using data obtained from analysis of any of the following factors: user emaB tog analysis; 
expiration data analysis; towMgh email volume analysts; fuzzy logic analysts; and thtrd party data 
analysis. 

15 18. An ema3 server system (104) for edlmlnaflng unauthorized omai sent via a notwoik 

addressed lo a unique •mail trddrew for a user of the system, characterized by. 

(a) an auThoriied senders fist (ASU module 1203. 211) which maintains an ASL list ol 
emaO Bddresses of senders authorized to send email to the user, end 

(b) an emal rejection module (202) operable w0h the ASL module for rejecting the 
20 receipt erf emaB addressed to the email address of the user If the ernaU address of the sender b not one 

that is rnaJntatoed on the ASL Bst for the user. 

19. An emafl server system according to Claim 1 9, wherein the ASL module includes an 
ASL database for storing ASL lists of authorized sender addressee lor respective subscribers of the 

25 system, a spam processor module for cheeJdng the ASL lists tor matches, and an ASL manager for 
creating, maintaining, and updating the ASL lists, 

20. An email server system according to Claim 19, further characterized by the emaO 
rejection module recervhg an email-sending message designating the sender's FROM address end 

30 Wended recipient's TO address, sanding a request for vuHdatton to the spam processor module to 
determine whether the sender's FROM address matches any authorized sender address maintained on 
the ASL {1st corresponding to the TO address of the intended recipient, accepting the emafl if a match to 
an authorized sender address is found, and rejecting the email If no match to on authorized sender 
address b found on the ASL ItsL 
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